SO Y TE THANH PHO PANANG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN UNG BUOU PA NANG Poc lap - Tw do - Hanh phiic
S6241/BVUBDN-BVDT
V& viéc moi cung cap thdng tin bao gia
cho KHLCNT du todn mua sam:
Thué dich vu bdo tri, bdo dudng phong may
chu va ha tang cong nghé thong tin tai bénh
vién Ung buéu Pa Nang nim 2026.

Pa Nang, ngay 96 thang 02 nam 2026

YEU CAU BAO GIA
Kinh gui: Quy Cong ty, don vi.

Hién nay, bénh vién Ung budu DPa Ning c6 nhu cau tiép nhan bao gia dé
tham khao, 1ap ké hoach, lam co s& t6 chic lva chon nha thau cho goi thau:
Thué dich vu bao tri, bao dudng phong may cha va ha ting cong nghé thong tin
tai bénh vién Ung buéu Pa Nang nam 2026. Bénh vién Ung buéu Da Nang tran
trong kinh moi Quy Cong ty, don vi tham gia chao gia, vai ndi dung cu thé nhu
sau:

I. Thong tin cia don vi yéu cau chao gia:

1. Bon vi y&u cau chao gia: Bénh vién Ung budu Da Nang.

2. Pia chi: Pon vi dau thau, Bénh vién Ung budu Pa Nang, Buong Hoang
Thi Loan, Phuong Hoa Khéanh, Thanh phb Ba Nang; Dién thoai: 02363.717.233

3. Céch thac tiép nhan ban chao gia: Nhan truc tiép hoic theo dudng buu
dién vé dia chi bénh vién Ung budu Pa Ning vao gio hanh chinh cac ngay trong
tuan tir tha Hai dén thir Sau (trir ngay LE, Tét).

4. Thoi han tiép nhan chao gia: Tu ngdy 06/02/2026 dén hét ngay
13/02/2026. Hét thoi han néu trén, tit ca cac Thu chao gid gui dén bénh vién
khéng c6 hiéu luc.

I1. Ni dung yéu cau chao gia:

1. Danh muc hang hoa: (phu luc dinh kem)

- Dia diém cung cap: Bénh vién Ung budu Pa Nang, Puong Hoang Thi Loan,
Phuong Hoa Khéanh, Thanh phé Pa Ning.

2. C4c yéu cau khac:

- Bang chao gi4 (ban gidy) phai duoc ky, dong ddu xac nhan cia Cong ty,
ghi 16 ngay, thang, ndm bao gia va dong dau gidp lai (trong trudng hop bao gia
c6 nhiéu td); dugc b vao phong bi, niém phong kin, ghi rd ndi dung ngoai bi:
“Thué dich vu béo tri, bio dudng phong may chu va ha ting cong nghé thong tin
tai bénh vién Ung buéu Da Néng nim 2026,

- Gia chao d3 bao gdm day du céc loai thué, phi va 1& phi dé thuc hién viéc
bao tri, bao dudng phong may chua va ha tang cong nghé thong tin tai Bénh vién
Ung budu Da Nang va cac chi phi lién quan khac (néu co).



Thai gian hiéu luc cua béo gia: 90 ngay ké tir ngay 13/02/2026.

* Luu y: Cac don vi tham gia chao gia phai dam bao tinh doc lap va chiu
trach nhiém vé tinh phép ly cac théng tin va tai liéu cung cip cho bénh vién kém
theo bang béo gia theo quy dinh tai diém d, khoan 2, Diéu 18 Nghi dinh sb
214/2025/ND-CP ngay 04/8/2025.

Trantrong./.

Noi nhan:

- Nhu trén;

- CNTT dé ding trén Website;
- Luu: VT, DVDT.




BIEU MAU BAO GIA

TEN PON VI CUNG CAP CONG HOA XA HQI CHU NGHIA VIET NAM
biachi: ...l Poc 1ap - Tw do - Hanh phuc

Pa Nang, ngdy  thdang  ndm 2026

THU CHAO GIA
Kinh giri: Bénh vién Ung budu Pa Nang
Theo Yéu cau béo gia sé: ........ /BVUBBN-BVDT ngay .../02/2026 caa bénh

vién Ung budu Pa Ning, Cong ty ching t6i xin gti ¢én Quy khach hang bao gia nhu
sau:

TT

Thz}mh
tien
(vnd)

Pic tinh ky thuat | Ponvi | S6 Pon gia

Tén hang myc ciia dich vu tinh luwgng (vnd)

01

Bao tri, bao dudng
phong may chu va
ha tang CAng nghé
thong tin tai Bénh
vién Ung budu ba
Ning nim 2026

Tong cong XXXX

BANG ChE: .o,
Béo gia nay co hiéu luc trong vong 90 ngay, ké tir ngay 13/02/2026.

Gia trén da bao gom day du céc loai thué, phi va & phi dé thuc hién viéc bao tri,
bao du:ong phong may chu va ha tang cong nghé thong tin tai Bénh vién Ung budu Da
Ning va cac chi phi lién quan khéc (néu co).

Tran trong!

........ ngay ..... thang .... nam .......

DAIDIEN CONGTY
(Ky ghi rd ho tén va dong dau)



Phu luc

Chi tiét dich vu bao tri, bao duwéng phong may chii va ha ting cong nghé thong tin

tai Bénh vién Ung buéu Pa Ning nim 2026

(Ban hanh kém theo Yéu cdu bdo gid s6 241 /BVUBPN-BVDT ngay% thang 02 ndm 2026

ciia bénh vién Ung buwéu Pa Nang)

sTr | Téndich | pyp| SO Yéu cAu ky thuat
vu lwgng ] ] ] A ,\
|. PHAN THIF;T Bl HA TANG CONG NGHE THONG TIN
1.HE thong thiet bi mang
1.1. Internet Routers - J2350-JB-SC: 2 cai
- Kiém tra trang thai nguon thiét bi: Nguon hoat dong t6t, toan bo nguon khong c6 canh bao
- Kiém tra hoat dong dy phong ctia hé thong ngudn: Ngat mot ngudn, thiét bi van hoat dong t6t
- Klgm tra trang thai hién thi den led cua cac thanh phan Khong c6 dén nao canh bao 16i
- Kiém tra tinh trang cac kénh }(ét noi In’tern’et: Thiét bi yﬁn ké:[ noi di Intern@t 1ot
BAo tri. bao - Kiém tra tinh trang quan ly cau hinh két ndi tir xa: Thi€t bi van cho phép cau hinh Telnet, SSH
~ tur xa
hgﬁonrgé - Kiém tra, t6i wu tai khoan dang nhap quan ly cAu hinh thiét bi: Xda cac tai khoan khong can thiét
P \ g may - Kiém tra cac thon sO phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thuc té
chu va ha £50D gy e
tAna Cone - Kiém tra tham so CPU, Memory: RAM=............... ;CPU=........
o1 | n hgé thﬁng Goi 01 - Klgm tra kqt nbi vat ly dén cac thle:[ bi khéc: Thiét bi van két nbi dén cac thiét bi khac
gne. R g - Kiém tra, t61 vu co ché HA: Co ché HA dang hoat dong
tin tai Bénh .2 % L e Lo Y z .
vién Ung - Kiém tra, t61 wu cac giao thirc dinh tuyén: Cac giao thirc dinh tuyen’dang hoat dong
budu Pa - Kiém tra phan tich log cua thiét bi: Biét dugc cac lich sir 161 cua thiét bi
< < - Kiém tra giao thirc quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP
Nang ndm I
2026 - Kiém tra, t01 uu cac bang access-list: Téi wu cac bang access-list

- Kiém tra, t6i wu co ché phan giai dia chi NAT: Tbi wu bang NAT

- Thyc hién backup cdu hinh thiét bi: Luu cdu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

1.2 Aggregation Core Switches - Juniper EX8208-BASE-AC: 2 cai

- Kiém tra trang thai ngudn thiét bi: Nguon hoat dong t6t, toan bo nguon khong c6 canh bao

- Kiém tra hoat dong dy phong cta hé théng ngudn: Ngat mot ngudn, thiét bj van hoat dong t6t
- Kiém tra trang thai hién thi dén led ctia cac thanh phan: Khong c6 dén nao canh béo 16

- Kiém tra hoat dong du phong ciia card diéu khién trung tim: Thiét bi hoat dong theo co ché
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Active/standby

- Kiém tra tinh trang quan 1y cau hinh két ndi tir xa: Thiét bi van cho phép ciu hinh Telnet tir xa

- Kiém tra, t6i ru tai khoan ding nhap quan Iy cdu hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra cac thong s6 phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... :CPU=................

- Kiém tra két ndi vat 1y dén cac thiét bi khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, t8i vu co ché HA: Co ché HA dang hoat dong

- Kiém tra, t6i wu cac giao thirc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log cta thiét bi: Biét duoc céc lich sir 15i cuia thiét bi

- Kiém tra giao thirc quan 1y thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, toi vu cac bang access-list: Ti wu cac bang access-list

- Thyc hién backup cau hinh thiét bi: Luu ciu hinh vao file server

- Thuc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

1.3. Distribution Switches EX4200-24F: 4 céi

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong t6t, toan bd ngudn khong co canh bao

- Kiém tra trang thai hién thi dén led ctia cac thanh phan: Khong c6 dén nio canh bao 15i

- Kiém tra tinh trang quan ly cAu hinh két ndi tir xa: Thiét bj van cho phép ciu hinh Telnet tir xa

- Kiém tra cac thong s6 phién ban OS, ngay gio thiét bi: Thong sb version, ngdy gio ding thyc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ; CPU=................

- Kiém tra, t6i wu tai khoan dang nhap quan 1y cau hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra két ndi vat 1y dén cac thiét bi khac: Thiét bi van két n6i dén cac thiét bi khac

- Kiém tra, t6i uu cac giao thie dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phén tich log cua thiét bi: Biét dugc céc lich sir 161 cua thiét bi

- Kiém tra giao thirc quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t6i wu cac bang access-list: Toi uu cdc bang access-list

- Thyc hién backup cau hinh thiét bi: Luu ciu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

1.4. DMZ switch EX2200-24T-4G: 2 céi

- Kiém tra trang thai nguén thiét bi: Nguén hoat dong tbt, toan bd ngu(‘Sn khong c6 canh bao

- Kiém tra trang thai hién thi dén led ctia cac thanh phan: Khong c6 dén nao canh béo 15i

- Kiém tra tinh trang quan 1y cau hinh két ndi tir xa: Thiét bi van cho phép cu hinh Telnet tir xa

- Kiém tra cac thong s phién ban OS, ngay gid thiét bi: Thong sé version, ngay gio dung thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ; CPU=................

- Kiém tra, t6i wu tai khoan dang nhap quan 1y céu hinh thiét bi: X6a cac tai khoan khong can thiét
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- Kiém tra két ndi vat 1y dén céc thiét bj khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, t6i vu cac giao thirc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log cua thiét bi: Biét dugc cac lich str 1i cta thiét bi

- Kiém tra giao thirc quan 1y thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, toi wru cac bang access-list: Toi uu cac bang access-list

- Thuc hién backup céu hinh thiét bi: Luu cu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

1.5. Wireless controllers WLCB880R: 2 cai

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong t6t, toan bd ngudn khong cé canh bao

- Kiém tra trang thai hién thi dén led cua cac thanh phﬁn Khong c6 dén nao canh bao 16i

- Kiém tra tinh trang quan ly cau hinh két ndi tir xa: Thiét bi van cho phép cAu hinh Telnet tir xa

- Kiém tra céc thong s phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio ding thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ; CPU=................

- Kiém tra, t6i wu tai khoan ding nhap quan 1y cau hinh thiét bi: Xéa cac tai khoan khong can thiét
- Kiém tra két ndi vat Iy dén cac thiét bi khac: Thiét bi van két ndi dén céc thiét bi khac

- Kiém tra, toi wu céc giao thuc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phén tich log cta thiét bi: Biét duoc céc lich sir 15i ca thiét bi

- Kiém tra giao thirc quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, tdi wu cac bang access-list: Téi uu cdc bang access-list

- Thyc hién backup cu hinh thiét bi: Luu cu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

1.6. Wireless access point WLA422B: 32 cai

- Kiém tra trang thai nguon thiét bi: Nguon hoat dong t6t, toan bo ngudn khong ¢ canh bao

- Kiém tra trang thai hién thi den led cua cac thanh phan Khong c6 den nao canh bao 16i

- Kiém tra tinh trang quan 1y cau hinh két ndi tir xa: Thiét bi van cho phép ciu hinh Telnet tir xa
- Kiém tra cac thong s phién ban OS, ngay gid thiét bi: Thong sé version, ngay gio dung thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ; CPU=................

- Kiém tra, t6i wu tai khoan dang nhap quan 1y cau hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra két ndi vat 1y dén cac thiét bi khac: Thiét bi van két nbi dén cac thiét bi khac

- Kiém tra, toi wru cac giao thire dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phén tich log cua thiét bi: Biét dugc céc lich sir 161 cua thiét bi

- Kiém tra giao thirc quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t6i wu cac bang access-list: Toi uu cdc bang access-list

- Thuc hién backup cau hinh thiét bi: Luu c4u hinh vao file server
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- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh
1.7. Management module NS-SM-A2-BSE: 1 céi

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong t6t, toan bo ngudn khong ¢ canh bao

- Kiém tra trang thai hién thi dén led cta cac thanh phan: Khong c6 dén nao canh béo 16

- Kiém tra tinh trang quan ly cAu hinh két ni tir xa: Thiét bi van cho phép cAu hinh Telnet tir xa

- Kiém tra cac thong s6 phién ban OS, ngay gio thiét bi: Thong s6 version, ngay gio dang thyc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ;CPU=................

- Kiém tra, t6i wu tai khoan dang nhap quan 1y c4u hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra két ndi vat Iy dén cac thiét bi khac: Thiét bi van két ndi dén céc thiét bi khac

- Kiém tra, toi uu cac giao thie dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log cta thiét bi: Biét duoc céc lich sir 15i cia thiét bi

- Kiém tra giao thire quan ly thiét bj SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t&i wu cac bang access-list: Téi uu cdc bang access- list

- Thyc hién backup cau hinh thiét bi: Luu cu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

1.8. Ring master WLM1200-RMTS: 1 céi

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong t6t, toan bd ngudn khong co canh bao

- Kiém tra trang thai hién thi dén led ctia céc thanh phan: Khong c6 dén nao canh béo 16i

- Kiém tra trang théi gidm sat cac thiét bi: Khoéng co thiét bi duoc giam sat nao bi 16i

- Kiém tra tinh trang quan 1y cau hinh két ndi tir xa: Thiét bi van cho phép cau hinh Telnet tir xa

- Kiém tra cac thong s6 phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thyc té
- Kiém tra, t6i wu tai khoan dang nhap quan 1y cau hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra tham s6 CPU, Memory: RAM=............... ; CPU=................

- Kiém tra két ndi vat 1y dén cac thiét bi khac: Thiét bi van két ndi dén céc thiét bi khac

- Kiém tra, t6i wu cac giao thirc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log cua thiét bi: Biét dugc cac lich st 13i cta thiét b

- Kiém tra giao thirc quan 1y thiét bi SNMP: Kiém tra chudi string, version SNMP

- Thyc hién backup ciu hinh thiét bi: Luu cau hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

2. Hé thong bao mat

2.1. Core Firewall SRX3600BASE-AC: 2 cai

- Kiém tra trang thai ngudn thiét bi: Nguon hoat dong t6t, toan bd nguon khong c6 canh bao

- Klem tra hoat dong du phong ciia hé théng ngudn: Ngat mot ngudn, thiét bi van hoat dong t6t

- Kiém tra trang thai hién thi dén led ctia cdc thanh phan: Khong c6 dén nao canh bao 15i
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- Kiém tra trang thai hoat dong du phong: Chuyén doi trang thai Active/standby hé thong van hoat
dong tbt

- Kiém tra tinh trang quan 1y cAu hinh két ndi tir xa: Thiét bi van cho phép cu hinh Telnet tir xa

- Kiém tra cac thong s6 phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thuc té

- Kiém tra, toi vru tai khoan dang nhap quan Iy ciu hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra tham s6 CPU, Memory: RAM=............... ;CPU=................

- Kiém tra két ndi vat 1y dén céc thiét bj khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, t8i vu co ché HA: Co ché HA dang hoat dong

- Kiém tra, t6i wu cac giao thirc dinh tuyén: Céc giao thic dinh tuyén dang hoat dong

- Kiém tra phan tich log cta thiét bi: Biét duoc cac lich sir 16i ciia thiét bi

- Kiém tra giao thirc quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t01 uu cdc bang rule inside, outside, DMZ: Téi wu cac bang access-list

- Kiém tra, t6i wu co ché phan giai dia chi NAT: Téi uu bang NAT

- Kiém tra, toi vu dinh nghia ddi tuong: Tdi vu lai cac subject

- Thyc hién backup cAu hinh thiét bi: Luu ciu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong on dinh

2.2. Internet firewall SRX550-645AP: 2 cai

- Kiém tra trang thai nguon thiét bi: Nguon hoat dong t6t, toan bo nguon khong c6 canh bao

- Kiém tra hoat dong du phong ctia hé thong ngudn: Ngat mot ngudn, thiét bi van hoat dong t6t

- Kiém tra trang thai hién thi dén led cta cac thanh phan: Khong c6 dén nao canh béo 15

- Kiém tra trang thai hoat dong dy phong: Chuyén dbi trang thai Active/standby h¢ thong van hoat
dong t6t

- Kiém tra tinh trang quan ly céu hinh két ndi tir xa: Thiét bi van cho phép céu hinh Telnet tir xa

- Kiém tra cac thong s6 phién ban OS, ngay gio’ thiét bi: Thong s6 version, ngdy gio dung thue té

- Kiém tra, ti wu tai khoan dang nhép quan ly cau hinh thiét bi: Xoa cac tai khoan khong can thiét
- Kiém tra tham sb CPU, Memory: RAM=............... ;CPU=................

- Kiém tra két ndi vat 1y dén cac thiét bi khac: Thiét bi van két ndi dén céc thiét bi khac

- Kiém tra, t6i vu co ché HA: Co ché HA dang hoat dong

- Kiém tra, ti wu cac giao thirc dinh tuyén: Céc giao thuc dinh tuyén dang hoat dong

- Kiém tra phan tich log cua thiét bi: Biét dugc cac lich str 18i cua thiét bi

- Kiém tra giao thirc quan 1y thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t6i wu cac bang rule inside, outside, DMZ: Ti wu cac bang access-list

- Kiém tra, t6i wu co ché phén gii dia chi NAT: Téi vu bang NAT

- Kiém tra, t6i vu dinh nghia doi tuong
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- Thyc hién backup cAu hinh thiét bi: Luu ciu hinh vao file server

- Thuc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

2.3. Intrusion Protection Systems (IPS) - Juniper IDP IDP800: 2 cai

- Kiém tra trang thai ngudn thiét bi: Nguon hoat dong tt, toan bd ngudn khong c¢6 canh bao

- Kiém tra trang thai hién thi dén led cua cac thanh phan: Khong c6 dén nao canh béo 15

- Kiém tra trang thai két ni dén phan mém NSM: Thiét bi van két nbi t6i NSM dé céu hinh

- Kiém tra tinh trang quan 1y cAu hinh két ni tir xa thong qua NSM: Thiét bi van cho phép cau
hinh thong qua NSM binh thuong.

- Kiém tra cac thong sO phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thyc té
- Kiém tra tham sb CPU, Memory: RAM=............... ;CPU=................

- Kiém tra, t6i wu tai khoan ding nhap quan 1y cau hinh thiét bi: X6a cac tai khoan khong can thiét
- Kiém tra két ndi vat 1y dén céc thiét bj khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, tdi vu co ché HA: Co ché HA dang hoat dong

- Kiém tra, toi wu céc giao thuc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phén tich log cta thiét bi: Biét duoc céc lich sir 15i cua thiét bi

- Kiém tra giao thirc quan 1y thiét bi SNMP: Kiém tra chudi string, version SNMP

- Thyc hién backup cu hinh thiét bi: Luu cu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong on dinh

2.4. Email security IronPort C170: 1 cai

- Kiém tra trang thai ngudn thiét bi: Nguon hoat dong t6t, toan bo nguon khong c6 canh bao

- Kiém tra hoat dong du phong ciia hé théng ngudn: Ngat mot nguon, thiét bi van hoat dong t6t

- Kiém tra trang thai hién thi dén led ctia cac thanh phan: Khong c6 dén nao canh béo 15

- Kiém tra kha ning quén tri, cdu hinh théng qua giao dién Web: Thiét bi vin cho phép cu hinh
thdng qua giao dién Web binh thuong

- Kiém tra céc thong sO phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ;CPU=........ei

- Kiém tra két ndi vat ly dén cac thiét bi khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, t6i vu co ché HA: Co ché HA dang hoat dong

- Kiém tra, ti wu cac giao thirc dinh tuyén: Céc giao thuc dinh tuyén dang hoat dong

- Kiém tra phan tich log cua thiét bi: Biét dugc cac lich str 18i cua thiét bi

- Kiém tra giao thirc quan 1y thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t6i wu tai khoan ding nhap quan 1y cau hinh thiét bi: Xéa cac tai khoan khong can thiét
- Thyc hién backup c4u hinh thiét bi: Luu cAu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh
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3. Hé thong Server

3.1. Server 1 IBM x3650M4: 5 céi

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong tdt, toan bd ngudn khong co canh bao
- Kiém tra két ndi toi hé thong mang (st dung 1énh ping trén OS): Thiét bi cho phép két nbi t6i hé
théng mang

- Kiém tra tinh trang ban quyén hé diéu hanh: Hé diéu hanh dang su dung

- Kiém tra tinh trang hoat dong cua CPU, RAM, 6 ctng: Hién trang RAM, CPU, 6 cimg

- Kiém tra tinh trang hoat dong cua cac card mang: Card mang hoat dong t6t

- Kiém tra cac ddu ndi vat Iy: Truyén dan dén cic card mang

- Kiém tra va theo ddi lich hoat dong backup: Tinh hinh backup cua thiét bi

- Kiém tra, phan tich log file va canh béo ciia hé thong: Kiém tra log file

- Kiém tra tai khoan quan tri: Tdi vu, cap nhat tai khoan

- Kiém tra trang thai dén led: Pam bao cac dén khong bi 15

- Thyc hién vé sinh thiét bi: V& sinh sach s&

3.2. Server 2 IBM x3650M4: 1 cai

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong tbt, toan bd ngudn khong co canh bao
- Kiém tra két ndi t6i hé théng mang (sir dung 1énh ping trén OS): Thiét bi cho phép két ndi t6i hé
thong mang

- Kiém tra tinh trang ban quyén hé diéu hanh: Hé diéu hanh dang sir dung

- Kiém tra tinh trang hoat dong cua CPU, RAM, b cung: Hién trang RAM, CPU, b cung

- Kiém tra tinh trang hoat dong cua cac card mang: Card mang hoat dong tbt

- Kiém tra cac d4u ndi vat 1y: Truyén din dén cac card mang

- Kiém tra va theo dbi lich hoat dong backup: Tinh hinh backup cua thiét bi

- Kiém tra, phan tich log file va canh bao ciia hé thong: Kiém tra log file

- Kiém tra tai khoan quan tri: Tbi uu, cap nhat tai khoan

- Kiém tra trang thai dén led: Pam bao cac dén khong bj 16i

- Thuc hién v¢ sinh thiét bi: V¢ sinh sach s&

3.3. Connect Only KVM: 1cai

- Kiém tra trang thai nguon thiét bi: Nguon hoat dong t6t, toan bo nguon khong c6 canh bao
- Kiém tra chirc nang két ndi dén cac may chu: Thiét bi cho phép két ndi t6i cac may chu

4. H¢ théng Luru trir

4.1. Connect server - storage IBM SAN switch SAN24B-4: 2 cai

- Kiém tra trang thai nguén thiét bi: Nguén hoat dong tbt, toan bd nguén khong c6 canh bao
- Kiém tra trang thai cac port hoat dong binh thuong, hoat dong & tdc do 8Gbps: Céc port trén
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SAN hoat dong binh thuong ¢ tbc do 8Gbps

- Kiém tra viéc chia zone trén thiét bi: Thiét bi cho phép chia zone

- Kiém tra trang thai viéc két ndi quan 1y thiét bi théng qua web: Thiét bj cho phép quan 1y binh
thudng qua giao di¢n web

- Kiém tra RAM, CPU: Kiém tra RAM va CPU

- Kiém tra giao thirc quan ly thiét bi SNMP: Cap nhét mat khau string

- Kiém tra, toi wu tai khoan dang nhap quan ly cau hinh thiét bi: T6i wu hoa ciu hinh thiét b

- Kiém tra, ddng bo thoi gian cia hé thdng: Chuan hoa thoi gian

- Kiém tra phén tich log phat hién 15i thiét bi: Phat hién bat thuong

- Thyc hién backup cdu hinh thiét bi: Sao luu hé thong

- Thyc hién vé sinh thiét bi: V& sinh sach s&

4.2. SAN Storage IBM Storage DS3524 (dual controller): 1 cai

- Kiém tra trang thai nguon thiét bi: Ngudn hoat dong tdt, toan bd ngudn khong c6 canh bao

- Kiém tra hoat dong thiét bi binh thuong, khong c6 canh bao 16i thong qua giao dién web: Thiét
bi hoat dong binh thuong, khong c6 canh bao 16i

- Kiém tra RAM, CPU: Kiém tra RAM va CPU

- Kiém tra giao thirc quan ly thiét bi SNMP: Cap nhat mat khau string

- Kiém tra, t6i wu tai khoan ding nhap quan ly cau hinh thiét bi: Ti uu hoa cau hinh thiét bi

- Kiém tra, ddng bo thoi gian cia hé théng: Chuan hoa thoi gian

- Kiém tra phan tich log phat hién 15i thiét bi: Phat hién bat thuong

- Thyc hién backup c4u hinh thiét bi: Sao luu hé théng

- Thyc hién v¢ sinh thiét bi: V¢ sinh sach s&

4.3. Tape library system TS3100: 1 céi

- Kiém tra trang thai ngudn thiét bi: Ngudn hoat dong tdt, toan bd ngudn khong co canh bao

- Kiém tra trang thai cac driver van hoat dong binh thuong: Céc drive trén tape hoat dong binh
thuong

- Kiém tra trang thai port HBA trén tape drive (port hoat dong binh thuong, hoat dong & toc do
8Gbps): Port FC 8Gbps hoat dong binh thuong, khong c6 canh bao 16i

- Kiém tra hoat déng ciia robotic bang thao tac dwa thém tape cartridge tir bén ngoai vao. Tape
library st dung robotic di chuyén tape cartridge t0i tape drive va storage slot: Thiét bi tape logical
sir dung robotic cho phép di chuyén binh thuong tape cartridge tdi tape drive va storage slot

5. HE THONG AO HOA

- Kiém tra hé thong cap nhat ddy du cac ban va can thiét: Cac may chu Hyper-V dugc cap nhat cac
ban va can thiét
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- Kiém tra cac diéu kién thiét l1ap Cluster: Diéu kién thiét 14p Cluster khong c6 diéu kién thiét 1ap
dugc dénh gid nghiém trong

- Kiém tra muc str dung tai nguyén CPU, RAM: Mtc tai nguyén st dung CPU, RAM khéng qua
80%

- Kiém tra trang thai cic may cha Hyper-V giam sat boi Operation Manager: Cac may chu Hyper-
V giam sat bdi Operation Manager ¢ trang thai Healthy

6. HE THONG QUAN TRI SYSTEM CENTER

6.1. Cong cu quan tri System Center Virtual Machine Manager (SCVMM)

- Kiém tra céc ban va cap nhat phﬁn mém: SCVMM duoc cap nhat cac ban va can thiét

- Kiém tra trang thai cac agent: Trang thai cac agent 1a Healthy

- Kiém tra trang thai SCVMM giam sat boi Operation Manager: Trang thai cac component cua
SCVMM la Healthy

Kiém tra taii CPU, RAM ciia may chii: Tai CPU, RAM khong quéa 80%

6.2. Cong cu giam sat System Center Operation Manager (SCOM)

- Kiém tra cc ban va cap nhat phﬁn mém: SCOM duge cap nhat cac ban va can thiét

- Kiém tra hién trang hoat dong ctia cac thanh phan dich vu: Trang thai cac thanh phan 13 Healthy
- Kiém tra hién trang ctia cic agent giam sat: Trang thai cic agent giam sat 1a Healthy

- Kiém tra tai CPU, RAM cta may cha: Tai CPU, RAM may cha khong qua 80%

6.3. Cong cu System Center Configuration Manager

- Kiém tra trang thai hoat dong cua may chu cai phan mém System Center Configuration
Manager C6 thé remote vio may chu cai phan mém System Center Conﬁguratlon Manager

- Kiém tra diing nhap duoc vao tai khoan quan tri phan mém SCCM: C6 thé dang nhap duoc vao
tai khoan quan tri phin mém SCCM

- Kiém tra trang thai ctia cac component: Cac component hoat dong binh thuong

- Kiém tra viéc cai dat hé diéu hanh tir xa qua mang: Co thé cai dat hé diéu hanh tr xa qua mang
- Kiém tra viéc push cac phan mém/ update xudng may client: Push dugc phan mém xudng cac
may client

6.4. Cong cu System Center App Controller

- Kiém tra céc ban vé cap nhat phan mém: App Controller duoc cap nhét cac ban va can thiét

- Kiém tra két ndi tich hop voi SCVMM: Két nbi tich hop véi SCVMM hoat dong binh thuong,
cho phép ngudi ding sir dung tai nguyén Cloud va trién khai may ao

6.5. Cong cu System Center Orchestrator

- Kiém tra céc ban va cap nhat phén mém: SC Orchestrator dugc cap nhéat cac ban va can thiét

- Kiém tra trang thai hoat dong cila cac component: Cic component & trang thai Healthy
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- Kiém tra taii CPU, RAM ciia may chu: Tai CPU, RAM khong quéa 80%

6.6. Cong cu System Center Service Manager

- Kiém tra viéc dong bo thong tin théng qua cac connector: Cc connector co trang théi Finished
Success, 100%

- Kiém tra taii CPU, RAM ciia may chu: Tai CPU, RAM khong quéa 80%

- Kiém tra hoat dong ciia Website Self-Service portal: Trang Web Self-Service Portal co thé truy
cap binh thuong

7. HE THONG PHAN MEM

7.1. Hé thdng Active Directory

- Kiém tra trang thai hoat dong ctia may chii cai hé théng AD va backup AD: C6 thé remote vao
cac may chu cai dat AD va backup AD

- Kiém tra c6 dang nhap duoc bang tai khoan domain cloud\user: C6 thé dang nhap bang tai khoan
domain

- Kiém tra viéc tao OU, user, group: Co thé tao thém céc user, OU, Group

- Kiém tra viéc dé)ng bd dir lidu gitta AD chinh va AD backup: Hai AD dé)ng bo dir liéu vdi nhau
- Kiém tra hé thong DNS Server: C6 thé phan giai duoc tén mién trong hé thong

7.2. Phin mém Antivirus

- Kiém tra trang thai hoat dong ctia may chu cai hé thong Antivirus: C6 thé remote vao cic may
chu cai dat Antivirus

- Kiém tra ding nhap duoc vao tai khoan quan tri qua giao dién web: C6 thé ding nhap dugc vao
trang web quan trj cta hé thong Antivirus

- Kiém tra tinh ning update ctia phdn mém Antivirus: Viéc update cia phan mém Antivirus dién
ra thanh cong

- Kiém tra tinh nang diét virus trén cac mdy client: Cac may client c6 thé quét va diét virus

Il. PHAN HA TRUYEN DAN VA TU THIET BI CAC KHU VUC

Khu A

- Kiém tra hién trang, chiéu dai cap quang dén phong Server: Chiéu dai cap quang...

- Kiém tra do suy hao tuyén cap quang dén phong Server: Do suy hao

- Kiém tra cong suét phat, do nhay thu module quang két ndi: Biét duogc cac tham s6 ctia module
- Kiém tra ngudn dién cung cip tai phong tip trung khu A: Pam bao du cong suit, cuong d6 dong
dién

- Kiém tra trang thai hién thi dén led cua cac thanh phén Khéng c6 dén nao canh bao 16i

- Klem tra d¢ tré, thoi gian dap u’ng clia thiét bi mang dén phong server: Blet duogc tham s6 do tré
- Kiém tra tinh trang kénh két ndi Internet: Thiét bi van két ndi di Internet tot
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- Kiém tra tinh trang quan 1y cAu hinh két ni tir xa: Thiét bj van cho phép ciu hinh Telnet, SSH tir
Xa

- Kiém tra, t6i uu tai khoan dang nhap quan 1y cAu hinh thiét bi: Xo6a cac tai khoan khong can thiét
- Kiém tra cac thong s phién ban OS, ngay gio thiét bi: Thong s6 version, ngay gio ding thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... :CPU=................

- Kiém tra két n6i vat 1y dén cac thiét bj khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, tbi uu cac giao thirc dinh tuyén: Céc giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log ctia thiét bi: Biét duoc cac lich st 15i ciia thiét bi

- Kiém tra giao thirc quan Iy thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t6i uu cac bang access-list: Ti uu cac bang access-list

- Kiém tra, t6i uvu co ché phan giai dia chi NAT: Tdi uvu bang NAT

- Thuc hién backup ciu hinh thiét bi: Luu cau hinh vao file server

- Thuc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh

Khu B

- Kiém tra hién trang, chiéu dai cap quang dén phong Server: Chiéu dai cap quang...

- Kiém tra d6 suy hao tuyén cap quang dén phong Server: Do suy hao\

- Kiém tra cong suét phat, d§ nhay thu module quang két ndi: Biét duge cac tham sb cia module

- Kiém tra ngudn dién cung cép tai phong tap trung khu A: Pam bao du cong suit, cudng do dong
dién

- Kiém tra trang thai hién thi dén led ctia cac thanh phan: Khong c6 dén nao canh bao 15i

- Kiém tra d¢ tré, thoi gian d4p (mg cua thiét bi mang dén phong server: Biét dugc tham s do tré
- Kiém tra tinh trang kénh két n6i Internet: Thiét bi van két néi di Internet tot

- Kiém tra tinh trang quan 1y cu hinh két ndi tir xa: Thiét bi van cho phép cau hinh Telnet, SSH
tr xa

- Kiém tra, toi wu tai khoan dang nhap quan 1y cau hinh thiét bi: X6a céc tai khoan khong can thiét
- Kiém tra cic thong s6 phién ban OS, ngay gio thiét bi: Thong s version, ngay gid dung thuc té
- Kiém tra tham s CPU, Memory: RAM=............... ; CPU=................

- Kiém tra két nbi vat 1y dén cac thiét bi khac: Thiét bi van két nbi dén cac thiét bi khac

- Kiém tra, tdi wu cac giao thirc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log cta thiét bi: Biét duoc cac lich sir 16i cua thiét bi

- Kiém tra giao thtrc quan Iy thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t6i uu cac bang access-list: Ti uu cac bang access-list

- Kiém tra, tdi uu co ché phan giai dia chi NAT: Téi uu bang NAT

- Thuc hién backup cAu hinh thiét bi: Luu c4u hinh vao file server
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- Thuc hién v¢ sinh thiét bi: Thiét bi sach s&, hoat dong on dinh
Khu C
- Kiém tra hién trang, chleu dai cap quang dén phong Server: Chiéu dai cap quang. .
- Kiém tra do suy hao tuyén cap quang dén phong Server: Do suy hao
- Kiém tra cong suat phat, do nhay thu module quang két ndi: Biét duoc cac tham s6 ctia module
- Kiém tra ngudn dién cung cip tai phong tap trung khu A: Dam bao du cong suét, cudong do
dong di¢n
- Kiém tra trang thai hién thi dén led cta cac thanh phan: Khong c6 dén nao canh béo 15
- Kiém tra d6 tré, thoi gian dap Ung cua thiét bi mang dén phong server: Biét dugc tham sb do tré
- Kiém tra tinh trang kénh két ndi Internet: Thiét bi van két ndi di Internet tot
- Kiém tra tinh trang quan 1y cau hinh két ndi tir xa: Thiét bi vin cho phép ciu hinh Telnet, SSH
tir xa
- Kiém tra, t6i wu tai khoan dang nhap quan 1y ciu hinh thiét bi: Xo6a céc tai khoan khong can
thiét
- Kiém tra cac thong s6 phién ban OS, ngay gio thiét bi: Thong sb version, ngay gio dung thyc té
- Kiém tra tham sb CPU, Memory: RAM=............... ;CPU=..........
- Kiém tra két ndi vat Iy dén cac thiét bi khac: Thiét bj van két ndi dén céc thiét bi khac
- Kiém tra, toi vu cac giao thic dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong
- Kiém tra phén tich log cuia thiét bi: Biét dugc céc lich sir 161 cua thiét bi
- Kiém tra giao thirc quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP
- Kiém tra, t01 uu cdc bang access-list: Téi wru cac bang access-list
- Kiém tra, t6i wu co ché phan giai dia chi NAT: Téi wu bang NAT
- Thuyc hién backup céu hinh thiét bi: Luu cu hinh vao file server
- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh
Khu D
- Kiém tra hién trang, chleu dai cap quang dén phong Server: Chiéu dai cap quang. .
- Kiém tra d6 suy hao tuyén cap quang dén phong Server: Do suy hao
- Kiém tra cong suat phat, do nhay thu module quang két ndi: Biét duoc cac tham s6 ctia modul
- Kiém tra ngudn dién cung cép tai phong tap trung khu A: Dam bao du cong suat, cuong do
dong di¢n
- Kiém tra trang thai hién thi dén led cta cac thanh phan: Khong c6 dén nao canh béo 15
- Kiém tra do tré, thoi gian dép tng cua thiét bi mang dén phong server: Biét dugc tham sé do tré
- Kiém tra tinh trang kénh két ndi Internet: Thiét bi van két ndi di Internet tot
- Kiém tra tinh trang quan 1y cau hinh két ndi tir xa: Thiét bi vin cho phép ciu hinh Telnet, SSH
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tr xa

- Kiém tra, t6i wu tai khoan dang nhap quan 1y céu hinh thiét bi: Xoa cac tai khoan khong can thiét
- Kiém tra cac thong sb phién ban OS, ngay gio thiét bi: Thong sé version, ngay gid dung thuc té
- Kiém tra tham s6 CPU, Memory: RAM=............... ; CPU=................

- Kiém tra két ndi vat 1y dén céc thiét bi khac: Thiét bi van két ndi dén cac thiét bi khac

- Kiém tra, t6i wu cac giao thirc dinh tuyén: Cac giao thirc dinh tuyén dang hoat dong

- Kiém tra phan tich log cua thiét bi: Biét dugc cac lich st 13i cua thiét bi

- Kiém tra giao thire quan ly thiét bi SNMP: Kiém tra chudi string, version SNMP

- Kiém tra, t01 uu cdc bang access-list: Téi wu cac bang access- list

- Kiém tra, t6i wu co ché phan giai dia chi NAT: Téi wu bang NAT

- Thyuc hién backup cAu hinh thiét bi: Luu ciu hinh vao file server

- Thyc hién vé sinh thiét bi: Thiét bi sach s&, hoat dong 6n dinh
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