Phu lyc
NOIDUNG YEU CAU KY THUAT TRIEN KHAT
PHONG MAY CHU DU PHONG
(Dinh kém Cong véin s6 A0YBVUBPN-CNTT ngay A thdang 6 nim 2021)

1. Danh muyc hang héa:
Du6i day la danh muc thiét bj va dich vu ma Bénh vién Ung buéu Pa Ning c¢6
nhu cau mua sém:
a. Phin cung:

Thiét bi/ S6
lwong

Yéu cau ky thuat

e
STT |

1. Mua sim thiét bj

Phin hé Access Control ZKTeco, ma hang:
Multibio800 hodc twong duong cho 1 cira ra vao:

May chdm cong & Kiém soét cira vén tay & khuén
mat, hi¢u: £KTeco, md hang: Multibio800 day du phu
kién bao gbm:

- Diu doc Model Multibio800

B khéa lap dit cia

Phu kién: Nut Exit, Nut khan cdp, phu kién thi
cong,...

- Phan mém kiém soét cira BioAccess IVS

Cung cap hé théng san nang HPL:

- Xuét xtr: China.

- Bdo hanh: 2 nam.

- Model: HPL FS 10001bs.

- Kich ¢&: 600mm x 600mm x 35mm (T,

- Chiéu cao hoan thién: 300mm.

- Tai trong tp tr ung: 440kg/dlem

- Tai trong phén bé déu: 2000kg/m2.

Cau tric hé théng sén gdm:

- TAm HPL, chan dé, thanh ngang, dau

bing, dinh vit.

- Phurcmg phap dinh vi chén dé: dan keo.

- Cung cép tay hit ning tAm san

- Dién tich: 20m2

Phan hé Accesg
1.1 | Control (So
Irgng: 1 b))

Hé théng san
1.2 | néng, (so
lrgng: 1 bj)

Diéu hoa cong suat 18000BTU Daikin Inverter 2 LIP
Bleu hoa cong FIKCS0UVMYV hodc tuong duong:
suit 18000BTU Cong suit 2 HP lam lanh hiéu qua phong iy 20 - 30

= (S6 lrong: 1 i : :

bo) e - Cong nghé Inverter van hanh ém a1, tiét kiém dién
: nang

- Lam lanh nhanh tic thi khi kich hoat ché do
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Powerful

Ché d6 hudng gio d& chiu tranh gi6 truc tiép vao co
thé

Phin loc khtr mui Apatit Titan loai bé vi khuén, bui
ban

Str dung gas R32 lam lanh sdu, than thién véi moi
truong

Tién loi hon véi tinh nadng tu khéi dong lai khi c6
dién

1.4

Camera H265
(S0 lwgng: 2
bd)

Camera H265 TP Hikvision DS-2CD2T43G0-18 hoic
tuong duong:

Camera IP HD 4M H265 (bao gdbm phu kién Iap
dat)

Camera IP Hikvision DS-2CD2T43G0-I18 (4M /
H265+, bao gdm phu kién lp dit)

Camera 4MP 1/3" Progressive Scan CMOS
H.265+/H.265/H.264+/H.264/MJPEG

D6 nhay sang: Color: 0.01 lux @(F1.2, AGC ON),
0 lux with IR; 251ps/30fps(2560x1440, 1920><1080)
3 streams; 3D DNR; ICR-

Hong ngoai EXIR 2.0 1én dén 80m

DC IEV&POE
H trg khe cdm thé nhd micro SD/SDHC/SDXC

Tinh nang théng minh: Vuot hang rao 4o, dot nhap
khu vuc cam va nhén dién khuon mit

1.5

UPS 2KVA
Online (SH
lwong: 1 bo)

UPS 2KVA Online APC SRT2200RMXLI hodc twong
duong:

Coéng nghé: Online.

Cong suat: 2200VA / 1980W.

Nguon dién ng6 ra: 230VAC.,

Tén sb ngo ra: 50/60Hz +/-3 Hz.

Dang séng: Séng sine.

Thoi gian sac: 3 gio.

Ac quy axit chi kin khi, khéng cén bao dudng.

Ac quy thay thé: RBC141.

Rack Height: 2U.

Bang diéu khlen va bao dong 4m thanh: Man hinh
L.CD Alpha-sb v6i cac chi s6 trang thai LED.

Thich hop st dung cho cdc thiét bi nhu: May vi
tinh, may in, Wifi, méy chdm cong, méy tinh tlén
tong dai dién thoai, may Fax, cta ti, thiét bj vién
théng, thiét bi mang, camera,.

Kich thuée: 76 x 210 x 400.

Trong lugng: 11.7kg
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PHU KIEN HA TANG PHU TRO

O cém dién 3 chéu 6 15 da ning. S6 lweng: 4 cai
Day dién 2x2.5 . S0 luwgng: 4 cai

16 ?ﬁéﬂENPES - Day dién 2x6 . S6 lugng: 20m
TRO " |- Aptomat 100A - S0 lwgng: 2 cai
' - Nep nhua . S0 lrgng: 20m
- Binh chita chay . S6 lugng: 4 cai
Cdc vdt tw phu khdc
B ti Server Rack theo thong s6 k§ thuét bén dudi
T4 Ragk 4gyp|~ Shatlicu: Thip
1.7 | (S6 lwong: 1| Kl(?l;l thEroc: el
eA1) : - Ch?e\:u rong: 600 mm.
- Chiéu sau: 1100mm
- Tai trong tbi da: 1000 kg
ODF 24 FO: theo théng s6 k¥ thuét bén dudi
- Fiber Panel 1U 2 slots Rack Mount .
- Gié cap quang 1U, 2 khe cdm, chudn 19", bao gém
OIDE 24 port 1 Akhay han %4FO | _
1.8 | (S lwgng: 2 - Scz luqng soi quang..;24}30 - SC connector
c&%) ’ - Ldp dat: Gén truc ti€p lén rack 19
- Vit ligu: Thép
- Chiéu réng: Chuén 19 inch
- 86 luong khe gin thanh chira khép ndi quang: Loai
1U: 2 khe gén;
- Kich thuéc lop vé phan xa/ 16p vo soi: 125/250
um" hodc tuong duong
- Ong dém: Ong dém long, 12 soi quang cho 1 dng
- 86 luong soi quang: 48 soi
- Vit lieu 6ng dém: PBT — Polybutylene
Cap quang 24 Terephthalate hodc twong duong
19 for Singlemode |- Chét lam déy 6ng dém: Gel Thixotropic téng hop
' (So lwgng: 300 hodc tuong duong
mét) - Vat liéu chét cuong luc trung tdm: Soi thuy tinh
Epoxy hodc tuong duong
- Vit liéu don ddy toan bo cap: Polypropylene hoic
twong duong
- Vit liéu dén déy 18i cap: Gel Thixotropic tong hop
hodc fuong duong
Thiét bi twong liva, tich hop router cin bang tdi
Thiét bi tuong | Form factor >= 1U Rack Mount
lira, tich hop - Network Services; Firewall;
1.10 | router cén bang Intrusion  Prevention;  Anti-

tai (S6 hrgng:
1 cdi)

Support Feature

Virus; Attack Defense; URL
Filtering; Cloud-Sandbox;
Botnet C&C Prevention; IP




Reputation; SSL  Decryption;
Endpoint Identification and
Control; Data Security;
Application Control; Quality of
Service (QoS); Server Load
balancing; Link Load
balancing; IPSec VPN; High
Availability; Twin-mode HA;
Logs & Reporting; Statistics
and Monitoring; IoT Security

Dap tng ti€u chuén tuong thich
dién tu: IEC/EN61000-4-5
Power Surge Protection

Cé san tinh ning Server Load
Balancing v6i cac phuong phap
sau:

Weighted hashing, weighted
least-connection, va weighted
round-robin

C6é san tinh niang Link load
balancing.

Tu dong chuyén link dua trén
bandwidth, latency, jitter,
connectivity, application

C6 san tinh néng SSL
Decryption dé gidi md cac di
liéu bi m4 héa bai SSL

C6 san tinh ning attack defense
dé chéng lai cac cude tAn cong
DOS/DDOS nhu SYN flood,
UDP flood, DNS query flood,
TCP fragment, ICMP fragment,
ARP attack va cac cudc tin
cong giao thiic bét thuong '

C6 san tinh ning CloudView
dé c6 thé giam sat firewall 24/7
trén cloud bang trinh duyét web
hodc ing dung di dong

HO trg NAT 444 (CGNAT),
NAT Full Cone, STUN

HO tro tinh ning Bidirectional
Forwarding Detection (BFD)
gitip nhanh chéng phat hién 161
trén link, hd tro céc static
route/OSPF/BGP.

HO tro limit Session duwa trén




source IP, destination IP,
schedule, application ,protocol
va limit new connections,
sessions

C6 tinh n&ng mirror traffic trén
WEBGUI. C6 thé loc theo
source IP, destination IP,
source port, destination port,
network protocol
(TCP/DUP/ICMP), VVV.
Mirroring ingress traffic, egress
traffic hodc ca 2

HG trg peer-mode HA dé tranh
vén @ bét dbi xung dinh tuyén
khi trién khai HA
Hb tro Twin-mode HA dé hd
tro HA pair trong active-active
datacenter, véi viée dong bo
session, firewall policy, Twin-
mode cua tuong Ira firewall s&
giai quyét van dé ludng bat déi
xing bing cach dong bd di
liu ctoa cac firewall trong
trung tam dit liéu dy phong véi
data chinh thong qua mdt lién
két diéu khién dir liéu danh
riéng

Dynamic web filtering véi dir
liéu hon 140 trigu URL thuge
64 thé loai

Khéa ndng nhén dién hon 4000
ung dung theo name, category,
subcategory, technology and
risk

C6 kha nang nh‘én dién céc giao
thie file bao gom HTTP, FTP,
SMTP, POP3

C6 kha nang tich hop védi SMS
modem hodc SMS gateway dé
gui ra SMS cénh béo

C6 kha nang nhan dang thiét bi
IoT nhu IP Cameras va
Network Video Recorders

Port

Fixed I/O Ports: 8 x GE
(including 1 bypass pair)

Management Ports

|2 1 x Console Port, 2 x
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USB3.0 Port, 1x MGT Port
(RJ45)

Bang théng Firewall |> 5 Gbps;

IPS Throughput > 4.5 Gbps;

NGFW Throughput |> 1.8 Gbps

AV Throughput > 3.7 Gbps;

Threat protection .

throughput = Lotihgs,

New Sessions/s > 120,000

Maximum

Concurrent Sessions | > 1.2 Million

(Standard/Maximum)

Virtual Systems > 15

(Default/Max)

Power supply 50W, Single AC

License NGEW Incll‘lding AV, IPS, URL, QoS
services (1 year)

Béo hanh 1 nam ho tro va cap nhat

S6 luong 1 thiét b

Ngudn goc, xuat x,
chat [uong hang hoa

Hang héa phai dam bao nguyén
dai nguyén kién, m&i 100%,
Uhl rd noi san xuat lap 1ap, co
gidy xac nhin vé xudt xu
(C/0), chét 1 lugng (C/Q) chinh
hang san xuat theo qui dinh cua
nha san xudt co ngudn goc tur
nudc ngoai.

Nam san xuét

TU 2020 tré vé sau

Thu ho tro du 4n cta
héng sén xuét

Thu cam két hd tro nha thau vé
ban hang va k§y thuét cia hing
cho chinh dy an nay.

s |

Switch  layer3
24 1Gbps RJ45,
4 portl0G (Sé
lwgng: 1 bg)

Switch layer3 24 1Gbps RJ45, 4 port10G

Protocol: LLDP, Voice VLAN, Ethernet Priority
(User Provisioning and Mapping), Protocol-based
VLANs, Network  Access Control, Auto
VLAN(802.1X), ACL, Link Aggregation with
LACP, LAG Load Balancing, IGMP, SNMP,
Bridging STP, L2 Prioritization, VLAN Tagging,
GVRP, MSTP, RSTP, PVST+, 802.1X, Frame
Extensmns for VLAN Taggmg,

Ban quyén tinh nang: Bao gém déy du ban quyén
tinh néng dé hd tro tat ca cac tinh néng k¥ thuat duoc
yéu cau hd tro bén trén.

Fixed Ports: 24 Port 10/100/1000 RJ45, 4 port SFP+

Switching capacity: > 128Gbps
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Packet buffer memory > 1.5MB

Flash Memory: > 256MB

CPU memory > 1GB
VLANS supported > 512

Forwarding Rate: > 128Mpps

Static routes > 256 (IPv4)/128 (IPv6

Dynamic routes > 256 (IPv4)

Link aggregation > 64 LAG groups, > 144 dynamic
ports per stack, > 8 member ports per LAG

Priority queues per port > 8

ARP entries > 2,048 (IPv4)/512 (IPv6)

NDP entries > 400

Access control lists (ACL): Supported

MAC and IP-based ACLs: Supported

Time-controlled ACLs: Supported

Max number of ACLs > 100

Max ACL rules system-wide > 2048

Max rules per ACL > 1023

Max ACL rules per interface (IPv4) > 1023
(ingress), 1,023 (egress)

Max ACL rules per interface (IPv6) > 512 (ingress),
509 (egress)

RIP routing interfaces: > 128

VLAN routing interfaces: > 128

- ngoai.

Nguon gdc, xudt xu, chat luong hang héa: Hang hoa
phai dam bao nguyén dai nguyén kién, moi 100%,
ghi rd noi sén Xudt, lép rép; ¢6 gidy x4c nhan vé xuat
xtt (C/0), chit lugng (C/Q) cua chmh hang san Xuét
theo qui dinh ctia nha sén xuét c6 ngudn gbe tir nude

Nim san x xuat: Tur 2020 tré vé sau

Thu cam két hd trg nha thau vé bén | hang va k¥ thuét
cua hang cho chinh dy 4n nay.

Thuong hiu: Thiét bi dugc sin xuat boi hing san
Xuét cua cdc nuoc G7
Bao hanh: >3 nam

o8

Switch  layer3
24 1Gbps SFP,

4 port 10G (S6

lwgng: 1 bg)

Switch layer3 24 1Gbps SFP, 4 port 10G

Protocol: LLDP, Voice VLAN, Ethernet Priority
(User Provisioning and Mapping), Protocol-based
VLANs, Network  Access Control,  Auto
VLAN(802.1X), ACL, Link Aggregation with
LACP, LAG Load Balancing, IGMP, SNMP,
Bridging STP, L2 Prioritization, VLAN Tagging,
GVRP, MSTP, RSTP, PVST+, 802.1X, Frame
Extensions for VLAN Tagging, ...
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Ban quyén tinh ndng: Bao gdom day du ban quyén
tinh nang dé€ ho tro tat ca céac tinh nang k¥ thuat dugc
yéu cau ho trg bén trén.

Fixed Ports: 24 Port 10/100/1000 SFP, 4 port SFP+

Switching capacity: > 212Gbps

Packet buffer memory > 4MB

Flash Memory: > 1GB

VLANS supported > 4K

Forwarding Rate: > 158Mpps

Line-rate Layer 2 switching: All protocols, including
IPv4 and IPv6

Line-rate Layer 3 routing: IPv4 and IPv6

IPv4 host table size: 22K (42K in L3 scaled hosts
mode)

IPv6 host table size: 16K (both global + Link Local)
(32K in L3 scaled hosts mode)

IPv4 Multicast table size:8K

LAG load balancing: Based on Layer 2, IPv4 or IPv6
headers ' '

MSTP > 64 instances

VREF-lite = 511 instances

Static routes> 16K (IPv4)/8K (IPv6)

Dynamic routes > 16K (IPv4)/8K (IPv6)

- MAC addresses > 56K (80K in L2 scaled mode)

Link aggregation: > 16 links per group, 128 groups

General IPv4 protocols Support: IPv4, ICMP, ARP,
Proxy ARP, DNS (client), Ethernet Transmission,
NTPv3, CIDR, BOOTP (relay), Requirements for
IPv4 Routers, Address Allocation for Private
Internets

General IPv6 protocols Support: Path MTU
Discovery Features, Internet Protocol, Version 6
(IPv6) Specification, Transmission of IPv6 Packets
over Ethernet Network, IPv6 Router Alert Option,
IPv6 Scoped Address Architecture, Basic Transition
Mechanisms for IPv6 Hosts and Routers, IPv6
Addressing Architecture, ICMP for IPv6, Neighbor
Discovery for IPv6, IPv6 Stateless Address
Autoconfiguration, Deprecation of Type 0 Routing
Headers in IPv6IPv6 Management support (telnet,
FTP, TACACS, RADIUS, SSH, NTP)

Support: RIPv1l 2453 RIPv2, OSPF (v2/v3), IS-IS,
BGP, Multicast

Ngudn gbe, xudt x, chat luong hang héa: Hang hoa
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phai ddm bao nguyén dai nguyen kién, mdi 100%,
ghi rd noi san xuat, 14p rap; cé gidy xdc nhan vé xual
xt (C/O), chét | uong (C/Q) cua chinh hing san xuét
theo qui dinh clia nha san xuét ¢6 ngudn gde tir nudc
ngoail.

Nam san xuat: Tu 2020 tré vé sau

Thu cam két hd trg nha thau vé ban hang va k¥ thuét
cua hang cho chinh dy an nay.

Thuong hiéu: Thiét bi dugc san xuat boi hang san
xudt cua cac nude G7

Bao hanh: > 3 ndm

1.13

May cha tinh
todan, luu trt
(S6 lwgng: 2
b)

May chi tinh toan, lwu triv

Chiéu cao than

2 1U Rack
may :
2x bo vi xur ly Intel® Xeon®
Bo vixu ly Silver 4210R  (2.4GHz/10-
core/100W)

C6 thé cai dat 2 bo vi xit ly 2nd
Khe cdm b vi xir | Generation  Intel® Xeon®
ly - | Scalable processors, 1én dén 28
cores/b vi xur ly

H6 tro sian 8 x 32GB DDR4-

Botib 2933 ECC RDIMM

- 24 khe cim DDR4 DIMM,
H6 trg RDIMM /LRDIMM, 1én
dén  2933MT/s, 3TB max
- Lén dén 12 NVDIMM, 192
GB dung lwong tbi da
- Lén dén 12 Intel® Optane™
De persistent memory
DCPMM, 6.14TB max
(7.68TB max with DCPMM+

B6 nho (Kha ndng)

LRDIMM)

- Chi hd tro registered ECC

DDR4 DIMMs
Bo diéu khién & | RAID Controller tich hop 8GB
cung (RAID | cache, hé tro RAID
Controller) 0:1:5.8,10,50,60

Luu trit n6i tai 4 x SSD Enterprise 1.92TB

- HO tro lén dén 8 x 2.5

SAS/SATA (HDD/SSD)
- Dong may chu con co céac tuy
Khay dia ' chon khay dia” 10 x 2.57

SAS/SATA (HDD/SSD) lén
dén 8 NVMe SSD max 76.8TB
hodc 10 NVMe drives max




64TB, hodac 4 x 3.57
SAS/SATA HDD max 64TB
- Mdy chu ¢6 hd tro tich hop
sin Boot Optimized Storage
Subsystem: HWRAID 2 x M.2
SSDs

Tinh nidng bdo mat

HO tro céc tinh nang bdo mat
sau:

- TPM 1.2/2.0 optional
- Cryptographically  signed
firmware

- Chtrc néng khéi dong an toan
- Secure Boot
- Ngin ngira cac thay dobi trai
phép, doc hai véi chirc nidng
System Lockdown
- Xoa bo tit ci cac dir lidu
trong may chi bao gdm 6 cing,
6 SSD, bd nhé mot cach nhanh
chéng va an toan dé bao mat dir
liu voi chuc nang - Secure
erase

1/0 & Cdng két nbi

- Ho tro cac lua chon Network
daughter: 4 x 1GE or 2 x 10GE
+ 2 x 1GE or 4 x 10GE or 2 x
25GE

- Cong phia trude: Video, 2 x
USB 3.0
- Cong phia sau: Video, serial,
2 x USB 3.0, danh riéng cho
cong mang cua 1IDRAC hoéc
loai cong quan ly tuong duong
- Video card; VGA
- Tuy chon hé tro lén dén 8
PCle Gen 3 slots, tdi da voi 4 x
16 slots

Trinh diéu khién

- H6 tro san Broadcom 57412
Dual Port 10GbE SFP+ & 5720
Dual Port 1GbE BASE-T

- Du-al; 7Ha-plug,7Redundén't

Rguun Power Supply (1+1), 750W
x - Tuy chon hd tro téi 06 card
Ho6 trg GPU GPU.
- Tich hop sdn thanh phan chta
Quaén trj céc cdng cu quan trj va tién ich

(firmware, drivers)




- Tw dong cdp nhét cdac phién
ban mai nhét, ¢6 kha nang quay
tr¢ lai  phién ban ci
- C6 tuy chon hd trg chie ning
Quick Sync 2 wireless module
(optional), cho phép quan tri,
kiém tra tinh trang méy chu
gidm sat, khic phuc su co tu
tmg dung hd tro thiét bi trén
10S hodc Android théng qua hé
théng mang khong day (wifi
hoédc bluetooth)
- May chli ¢6 tuy chon hd trg
kha nang cho phép tu dong mé
case hd trg khic phuc sy c6 (6i
trung tdm ho tro cua hang cho
cac may chu voi chuc néng
SupportAssist

- Canonical® Ubuntu® Server
LIS

- Microsoft Windows Server®
Cac hé didu hanh | LTSC with Hyper-V
hd tro - Oracle® Linux
- Red Hat® Enterprise Linux
- SUSE® Linux Enterprise
Server

- VMware® ESXi

- Citrix® Hypervisor

Ngubdn géq, Xuét xit, cht lugng hang hoa: Hang héa
phai c6 gidy xac nhan ve xudt xur (C/0), chat luong
(C/Q) chinh héng theo than chinh cia thiét bi nhap
khau.

Nam san xuat: Tu 2020 trd vé sau

Thu cam két hd trg nha thiu vé ban hang va k§ thuét
cua hing hodc ctia nha phén phoi chinh thire cta
héng cho chinh du 4n nay.

Thuong hiéu may chi: Puogc san xuat bdi hing san
xudt cua cdac nuoc G7

3 nim dich vu hd tro & tro gitp
truc tuyén 24 x 7 va dich vu hd
tro thay thé linh kién (sau khi
xé4c dinh duoc 161) tdn noi vao
ngdy lam viéc tiép theo (Next
Business Day) chinh hang hodc
tr nha phan phdi chinh thic
cia du an

Béo hanh




1.14

Day nhay
quang 20m (SO
lugng: 8 sgi)

Pathcord LC-LC 20m Duplex Singlemocde

1.

Module quang
(S0 lugng: 12
$01)

Module quang SFP 10Gbps Singlemode

1.16

Day nhay
quang Sm (SO
lwong: 8 soi)

Pathcord LC-LC 5m Duplex Singlemode

2. Hé théng phin m

ém

2.1

Phuong 4n sao
luu backup
may chu

X4ay dung DR-Site irng dung kién tric multi-site

- Site phu phai doc lap vai site chinh vé mit logic;

- Site phu phdai c6 khé nang ty vén hanh trong

trudng hop site chinh gip su cb;

- Site phu phai bdo dam dir liu trén site phu la

toan ven v6i @ tré khong qua 12 gidr so vai site chinh;

- Site phu phai ¢6 kha nang chiu tai tuong duong

vOi site chinh, c6 nghia néu site chinh chiu tai duoc
1000 nguoi dung ddng thoi thi site phu cling phai chiu

tai dwoc téi thiéu 1a 1000 nguoi dung dong thoi;

- Kién tric multi-site phai duogc thiét ké theo co

ché du phong Active-standby;

. Kién tric multi-site phai cho phép quéan tri vién

c6 thé kich hoat sir dung site phu hodc site chinh;

- Kién troc multi-site phai cho phép quan trl vién

cdp nhat dit liéu méi nhét, trong truong hop muén
chuyén sang sir dung site phu dé tit site chinh phuc vu

céc cdng tdc chuyén mén, vi du bao tri site chinh.

- C6 dung lugng luu trit trén toan bo site toi thiéu

bang téng dung luong dif liéu dang luu trit hién tai;

Sao luu div liéu dinh ky:

- Cé co ché sao luu tu dong;

- C6 co ché Iwu trit nhidu phién ban dit liéu cia céc lan

sao luu khac nhau;

- C6 co ché ty dong ghi de cac ban ghi cii;

- C6 co ché nén dir lidu tiét kiém khong gian luu trir;

- C6 co ché thay d6i thiét bj sao luu nham phuc vu

cong tac sao luu ra thiét bi roi;

- C6 co ché quan ly cac di liéu da duogc sao luu,

- C6 co ché phuc hdi tir mot ban sao luu bit ky (trong

truong hop thiét bi luu trlt bi sur cé)

- C6 dung luong tdi thidu gdp 5 lan tng dung luong

dir liéu dang luu trir hién tai;

2.4

Phuong &n cai
dat, dong bd co
so dit liéu chay

— Cai dét co so dit liéu 1én may chu phu
— Cai dat/ nang cap co so dit liéu trén may chu chinh
— Restore dit li€u phdn mém [én co s¢ dit liéu phién

A
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song song gilta
may chu chinh
va may chu phu
nhim ting tinh
an toan cua hé
théng

ban mdi tai may chi chinh

— Céu hinh hé théng phdn mém dé chay trén phién ban
co sO dir liéu mo1

— Trén may chu chinh, Tao cac lich backup, cac két ndi
v6i cac phan mém khac

— Cai dét co s¢ dir liéu on Group tai bénh vién

— CAu hinh may chi chinh thanh “Primary” trong
Always on Group

— Céu hinh méy chii phu thanh “Secondary”

— Ddng bo cac database tir mdy chu chinh sang
maychu phu

— Céc béo cdo clia phan mém dang ding s& truy cép
vao DB méi duoc dong bd

— Huéng dan IT theo d&i trang thai dong bé dinh ky

— Lap tai lidu quy trinh xir ly sy ¢d méay chu

— Hudng dan IT xt Iy khi ¢6 sy ¢b khong thé khéc
phuc tr ¢n may chu chinh, thay thé bang méy chu phu

Hé théng gidm

- Tao sb liéu théng ké da chiéu gitip nguoi dung hiéu

| chi tiét vé céc sur kién.

- Phén tich moi file log v&i cdc dinh nghia méc dinh
hodc tuy chinh

- Cho phép ngudi ding duyét hodc tim kiém cac log
bang GUI

- Di kém véi mot tiy chon dé truyén cac log an todn
dén cac thiét bi syslog.

- Canh béo ngudi ding khi cé bét ky su kién phu hop

73 sét, phan tich
' ho tro xu ly su | véi tiéu chi duoc chi dinh.
cb mang - Tuong thich vdi syslog, rsyslog, syslog-ng va Snare
dugc tich hop véi hé thong AHR ticketing dé quén ly
t6t hon bdo céo su cb
- Tao cAc bdo céo tuan thii nguyén tic clia cac co quan
quan ly khac nhau nhu HIPAA, PCI DSS va PSZAF-
HeT
- Cung cép cac Tuong quan thoi gian thuc va cac quy
tic sang tao.
3. Dich vu trién khai
Noi dung trién khai phan Server:
+ Chia RAID
+ Céu hinh iDRAC
Dich vu trién + Cép nhat firmware cho cic servers dé sin sang 4o
3.1 khai h¢ thong hoa
4o hoa + Cai dat VMWare vSphere 7

+ Ca}i dat vCenter 7
+ Céu hinh quén ly céc host trén vCenter 7
+ Tich hop vSphere 7 véi hé thong backup
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+ Trién khai may cha vCenter dy phong

+ Trién khai VMware vRealize Operations Manager

+ Tich hop VMware vRealize Operations Manager vao
vCenter

+ Trién khai VMWare NSX-T

+ Tich hop VMWare NSX-T vao vCenter

+ Trién khai Kubernetes master node trén vSphere
Cluster Groupl

+ Trién khai Kubernetes worker node trén vSphere
Cluster Group2

+ Tich hop phan mém Backup vio vCenter

+ Trién khai bd sung cac may chi ing dung

+ X4y dung kich ban va trién khai cac may chi ao theo
yéu cau thue té

+ Kiém tra lai toan bd phan System

+ Kiém tra toan bo hoat doéng cua hé théng dam bao
theo yéu céu thyc té

3.2

Trién khai hé
thong Core
Switch

Trién khai hé théng Core Switch:
+ Lép dat thiét bi 1én tu rack
+ Két ndi cable 1G Uplink véi cdc méy chu
+ Két ndi cable uplink 1G véi cic Access Switch
+ Két ndi cable uplink 1G véi Firewall
+ Khoi tao va nang cAp firmware trén mdi thiét bj
+ Céc hinh céc thong sé quan 1y stack: IP, SNMP,
NTP, Web Management over SSL,...
+ Céu hinh céc tinh nang layer 2:

- CAu hinh khéi tao c4c VLAN trén hé théng

- Céu hinh GARP VLAN Registration Protocol

- Céu hinh IP multicast snooping and data-driven
IGMP

- CAu hinh Internet Group Management Protocol
(IGMP)snooping

- Cau hinh Multicast Listener Discovery (MLD)
protocol snooping

- Céu hinh Spanning.Tree/MSTP, RSTP, and STP
root guard

- Céu hinh Isolation at data link layer with private
VLAN
+ Céu hinh Link Aggregation Trunking véi Access
Switch
+ Céu hinh c4c tinh nang layer 3:

- Cé}; hinh Address Resolution Protocol (ARP)

- Cau hinh Dynamic Host Configuration Protocol
(DHCP)

- Céy hinh Route map(Policy Base Routing)

- Cau hinh IPv4 routing protocol: Statuc Route,
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OSPF v3
- C4u hinh MPLS Traffic Engineering
- Céu hinh Virtual Private LAN Service
- Céu hinh Equal-Cost Multipath (ECMP)
- C4u hinh IPv6 tunneling

3.3

Trién khai hé
thdng Switch
quang

Trién khai Layer 2 cho h¢ thong Switch Quang:
+ Lap dat thiét bi lén tu rack

+ Két ndi cable 1G Uplink

+ Khéi tao va ning cap firmware trén mdi thiét bi
+ Céu hinh true stack cho cac thiét bi Access Switch
+ Céc hinh cdc théng sb quén ly stack: IP, SNMP,
NTP, Web Management over SSL, ..
+ Chu hinh VLAN layer 2
+ Céu hinh Link Aggregation Trunking v6i Core
Switch
+ Cau hinh Link Layer Discovery Protocol
+ Céhu hinh QoS: Broadcast control, Rate limiting,
Traffic prioritization
+ C4u hinh néng cao c4c tinh ning bao mat:

- Céu hinh Access Control Lists

- Cau hinh IEEE 802.1X and RADIUS network
logins

- C4u hinh Port isolation

- Céu hinh ARP attack protection

- Céu hinh STP BPDU port protection

- Céu hinh STP root guard

- C4u hinh chéng DDOS mitc co ban

- C4u hinh Management password

- Céu hinh BPDU filteri ing
+ Cau hinh Address Resolution Protocol (ARP)
+ Céu hinh Auto voice VLAN
+ Céu hinh LLDP-MED
+ Kiém tra toan bo hoit dong va céc tinh ning da céu
hinh trén hé thong Core Switch/Access Switch
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Trién khai hé
thong tudng lira

Trién khai hé thong tuong lira:
+ Lap dat thiét bi 1én tii rack
+ Két ndi cable 1G Uplink véi Core Switch
+ Khdi tao va nang cép firmware trén mdi thiét bi
+ Céc hinh cdc théng s6 quan Iy stack: IP, SNMP,
NTP, Web Management over SSL,..
+ Céu hinh PPPOE két ndi céc duo:ng Internet
+ Céu hmh cdc tinh nidng Next GGI’IEIHUOI] Firewall
(NGFW):
- C4u hinh ddng bd Firewall véi AD
- Céu hinh Advanced Malware Protection: Antivirus

Gateway, Sandbox, DDOS Protection, Mobile secunlj
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policy, Virus Outbreak Protection Services, Data
Sanitation Service

- Trién khai Antispam Service

- Trién khai Domain Reputation Service

- Trién khai Security Rating Service

- Céu hinh IPS

- Céu hinh Application Control: Phan loai ting dung,
dinh ngha cac ng dung dugc truy cép trong hé théng,
viét qui trinh I'T Policy va apply vao hé thdng,...

- Chu hinh Web Filtering: Phan loai cic website
duge truy cép, dinh nghia cac website duge truy cép
trong hé théng, viét qui trinh IT Policy va apply véo hé
théng, ...
+ Trién khai cdc tinh ning SD-WAN: WAN router,
WAN optimization, WAN path control, WAN multi-
broadband
+ Kiém tra toan bd hoit dong va cac tinh ning da céu
hinh trén hé thong tuong lia
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Trién khai he
thong backup

Trién khai hé thong Backup:
+ Cai dat may chu Backup Server
+ Cau hinh Backup Server két ndi dén hé théng NAS
qua giao thirc SMB
+ Céu hinh Backup Server Repository
+ Tao kich ban backup va restore
+ C4u hinh céc tinh ning policy backup:
- Tao Job backup
- Céu hinh noi luu trit backup
- C4u hinh lich backup
- Céu hinh tich hop tmg dung backup cho phép khoi
phuc dit [iéu & muc ing dung
- CAu hinh Caching
+ Céu hinh céc tinh nang restore:
- Tao Job restore
- Khoi tao job restore
- Céu hinh restore 1 VM that
- Kiém tra VM sau khi restore
+ Kiém tra toan bd hodt dong va céc tinh nang da céu
hinh trén hé théng Backup Server
+ Tbi wu hoa hiéu suat theo yéu cau thuc té
+ Pao tao cdu hinh, quan ly va van hanh

3.5

Trién khai hé
thong Network
Monitoring tam

+ Xay dyng hé thong giam sat cho tirng thiét bi da
trién khai, dap trng dwgc cdc yéu cau sau:
- Quy hoach xdy dung 1 cép server giam sat va-HA
v41 nhau.
- Giam sat lién tuc 24/7
- Thiét lap duoc cac canh bdo (trigger) dén timg
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port,

- Phai g1 dugc cdnh bdo tinh trang cua céac thiét b
dén Email, Telegram va Jira ServiceDesk c6 san
- Thiét lap giam sat realtime truc tiép trén so dd déu
nbi - Topology X

- C6 hé trg Dashboard gidm sat status cta tung thiét
bi

- H trg tinh néng reporting (PDF, CSV)

- Phan quyén truy cép theo users, groups

- H& trg trinh dién dir liéu dudi dang biu dd
(graph)

+ XAy dung hé théng phén tich log tir cac thiét bi da
trién khai. dap wng dwoge cac yéu ciu sau:
- Quy hoach va xdy dung 1 cdp Server chira log va
HA vé1 nhau
- Thiét 1ap rotate log (chu ky luu trit log) trdnh lam
qua dung lugng luu tri
- Phan tich log bang ngén ngfr Python (bat budc)
- Phan tich duoc system log tai tit ci cac level
(information, alert, notify, disater,...)
- Ra duge Dashboard tuong tmg véi log duge dy
ra tir thiét bi.
- Phén tich duge (Call Flow) ludng cude goi
inbound, outbound trén Voice Gateway
+ Xay dung hé théng phén tich netflow, sflow cho cac
thiét bj layer 3.

3.6

Dich vu trién
khai hé thong
may lanh

Dich vu trién khai hé théng may lanh

P

Dich vu trién
khai hé thong
san néang

Dich vu trién khai hé théng san nang

3.8

Dich vu trién
khai hé thong
kiém soat cira

Dich vu trién khai hé thong kiém soat cira




3.9

Trién khai hé
théng gidm sét
an ninh thong
tin trén nén ma
ngudn mé hodc
gidi phép phu
hop

Trién khai hé théng SIEM dua trén ma nguén mo hoac
giai phap phi hop vai cac tinh nang bit budt théng ké
nhu bén dudi:
Yéu cau hi€u nédng: Trong truong hop hé thong phat
sinh s6 lwong sw kién 1én hon sb ban quyén hd tro cia
hé thdng, phai khong drop dbi véi dit lidu bi virot qué
ma van dam béo tinh toan ven cua thu thap dit liéu
vuot qua.
Yéu ciu vé mé hinh trién khai:
- Hé thdng trién khai theo kién triic tap trung hodc
phén tdn ¢ cac thanh phan phan tich tai site chinh
va site du phong.
- HE théng ¢6 tinh nang cu hinh hang doi dé han
ché viéc thét thoat dif lidu trong qua trinh thu thap.
- Hé théng c6 tinh nang cdu hinh dé kiém soat toc
do xur ly trong qua tr inh thu thap su kién.
Yéu ciu vé quan tri hé thong
- Quan tri thdng qua: CLI, Web GUL
- Hé théng c6 chitc nang phén quyén nguoi ding hé
théng theo vai tro (Role-based access control).
- Hé théng c6 kha ning xac thuc nguoi ding thong
qua LDAP, Active Directory, eDirectory, SAML,
two-factor anthentication.
Kha nang thu thap va chuén héa dir liéu ciia hé
théng:
- C6 kha nang thu thap log tir nhiéu ngudi dit liéu
may khac nhau nhu: cdc may chu, cac Ung dung,
cac dir liéu mang bao gém ca dir li€u log, dii liu vé
cac giao dich, nhat ky cudec goi, di li€u tor dién
thoai di dong, write data, clickstream data, sensors,
GPS, RFID...
- C6 kha nang thu thap dit liéu cia cac ing dung
tiy chinh (Uing dung tu phét trién va opensource)
mé khéng cin phén biét dir liéu co cdu tric hay
khéng co céu tric.
- C6 kha néng thu thép cac di liu mdi dugce sinh ra
trong file log theo thoi gian thue.
- C6 khd nang xdy dung index cua dit li¢u ma
khéng cin tudn theo luoc db dit liéu déu vao
(schema at read).
- Co kha ning che cac thong tin nhay cédm
(masking) trong dit ligu raw trude khi hién thi 1én
dashboard, dam bao tinh bi mét cua thong tin (nhu
thong tin tai khodn nguoi dung, thong tin mat
khéu,...)
Kha niing tim kiém va phan tich dir lidu ctia hé
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thong:
- C6 kha néng tim kiém cung ltic trén nhiéu nguon
dir liéu, nhleu dinh dang khéc nhau.
- Cung cép cdng cu tu ddng/thu cong phén tach cac
truong théng tin dé hiéu rd hon vé y nghia cla céc
dir liéu log.
- Cho phép tu dong phét hién cac bat thuong hodic
dt liéu ngoai 1& thong qua cdc mau dit liéu lich sir
két hop véi cong cu machine learning.
Kha ning b6 sung tri thive dé 1am giau dir licu cia
hethong
- C6 khé ndng cho phép hé thong va nguo’l dung tu
dong thém cac ngudn tri thirc dé lam giau dit liéu.
- C6 kha ndng cho phép x4c dinh va phan loai céc
glao dich bang cach tuong quan sy kién trén nhiéu
ngudn di liéu khac nhau.
- C6 kha nidng chia sé cdc cdu lénh tim kiém, cac
bdo cdo cho céc ngu01 dung khéc nhau trong hé
thong
Kha niang gidm sat, cinh bao ciia hé théng:
- C6 kha néng lap lich thuc hién cic cdu Iénh tim
kiém va thiét 1ap céc didu kién canh bao dua trén
cac ngu Ong do nguoi dung quy dinh trudc.
- C6 thé tich hop tng dung trén mobile nhu Email,
Workplace,... cho phép ngudi quan tri gidam sat va
nhan cénh bdo ngay trén thiét bi di déng (hd tro
Android va IOS).
- C6 kha nang cho phép theo doi va tu dong khéc
phuc su ¢6 théng qua cac script hodc Web Hook.
Kha ning phan tich va bio cdo ciia hé thorw
- C6 kha nang ho trg phan tich, thdng ké bang cach
két hop céc cau lénh tim kiém nang cao trong mot
céu lénh tim kiém duy nhét.
- Cho phép cai dat/tiiy chinh dé c6 chirc ning tuy
bién bao céo theo céc dang khac nhau: time-base
charts, histograms, sparklines, interactive line, bar,
pie, scatterplot and heat.
- C6 kha ning trich xuét bdo céo & dang PDF theo
yéu cau hoic lap lich.
- Phén loai sy ¢6 bao mét dua trén cac cp dd nguy
hiém.
Khé ning tao va tity chinh Dashboard ciia hé
thong :
- C6 kha nang tao va chinh sua dashboald bang
cach két hop cac két qua tim kiém, béo cdo, béang
va biéu dd
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- C6 kha nang tich hop voi cac tng dung ph_é bién
cua bén thr ba.
- Checklist kiém tra hé théng dinh ki (tinh trang,
perfomance.

Kha niing xiy dung va phat trién ng dung ciia hé

théng:
- C6 kha ning cho phép x4y dung va trién khai cac
ing dung trén nén tang cia gial phép cho cac
truomg hop st dung cu thé.
- C6 kha nang cho phép tao cac ing dung thong qua
viéc dong goi cac dashboard va cac file cdu hinh
khéac nhau.
- Cho phép ngudi dung dé dang truy cép va ty dong
chuyén dbi gitta cic ung dung.

Trién khai va mé rong ciia hé théng:
- Cé kha ning cho phép trién khai on-premise,
cloud hodc méi truong o hoa.
- Cho phép hd tro cac hé diéu hanh Linux,
Windows, Solaris, HP-UX, AIX, Free BSD va Mac
OSX. : -
- C6 kha ning gidm sat dé phat hién céac thay doi
cu hinh trai phép.

Yéu cau vé bao mit ciia hé thong:
- Cho phép cdu hinh han ché truy cdp véo cic
nguén dit liéu, loai dit liéu, khoang thoi gian, view,
béo cdo hodc dashboard cu thé.
- C6 kha ning hd tro x4c thuc théng qua LDAP,
Active Directory, e-Directory, SAML.
- C6 kha ning hd tro cic gidi phép x4c thuc hai
budc nhu RSA, Duo Security.
- C6 kha nang cho phép nguoi dung truy cédp an
toan thong qua giao thirc HTTPS.
- Cho phép x4c nhén tinh toan ven cia dii liéu
index theo nhu cdu dé& dam béo tinh an toan va tudn
thu.

Kh4 niing giam sat bao mit tong thé cia hé thing:
- Giam sat bao mét end-to-end toan bd cac dir liéu
dugc thu thép.
- Téng kha ning phét hién va diéu tra su cb théng
qua céc phuong thirc phén tich nang cao.
- Téng cuwdng kha nang pha thién cac nguy co thong
qua viéc tich hop véi Threat.

Khi niing phan tich, diéu trasu cb:
- Cung cip Workflow/Case Management dé& quan 1y
cac su kién an ninh bét thm‘:mg/tén cdng duogc dinh
danh.
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- Cung cép céc bdo cédo vé hanh vi ‘nguoi dung va
hoat dong cta hé théng mot cach téng quan nham
hé tro viée kiém todn, chéng lai cdc hanh vi can
thiép dir liéu.
- Cung cdp giao dién gidm sét tai san/dinh danh,
cho phép quédn ly dugc tai san dang & dau, ai dang
s¢ hitu, ai dugce phép truy cap,..
- St dung céc cong cu diéu tra dé phat hién céac
hanh vi bét thuong trén cac hé thdng bi xam nhép
(Advanced Threat Detectlon).
Kha niang phén @ng sy ¢o:
- Cung cdp ddi ngli phan tmg su c¢b pht hop cho
tung mirc d6 su co.
- Cung cép quy trinh phdi hop phan tng su ¢b gilra
bénh vién va Déi tac.
- C6 kha néng ghi nhé céc cdu lénh tim kiém, cédc
budc da thue hién, cdc goi y cho viée xit Iy, ting
phé su cb.
- C6 kha nang xau chudi céc sy kién lién quan dén
su- ¢b theo thoi gian dé hidu o vé vong doi cia
cudc tin cong.
- Cho phép tich hop céc hé théng SOAR (Security
Orchestration Automation and Response) thuc hién
qué trinh tw dong phan tng lai cac déu hiéu bét
thuong nhu thu thép théng tin chuyén sau, cho phép
két ndi toi cac hang thi ba dé thuc hién ngan chan.
Khéa ning quan Iy rii ro:
- Cho phép 4p dung Risk score t6i céc tai san, hanh
vi hodc nguoi dung dua trén d§ quan trong hay mirc
d6 anh huong toi t6 chue.
- Ho tro dé dang theo doi hién trang bao mat tur do
hiéu va chi déng quén ly rii ro tong thé,
Kha ning quédn Iy 16 hong tong the Cho phép theo
ddi trang théi va hoat dong ciia céac 16 héng ton tai trén
hé thong,
Cac tinh ndng ning cao:
- Giai phap nim trong top 3 trong danh gia cua
Gartner vé giai phap thu thap, gidm sat va phan tich
log trong 3 nam gan nhét.
- Cho phép tich hop thém céc ngudn théng tin vé
threat intelligence & bén ngoai dé hd tro diéu tra,
phén tich s cd.
--Cho phép m hinh héa-lai kién triic mang, qua do
biét duoc tinh trang an ninh tai ting thanh phan
trong ha tAng mang theo thoi glan thue.
- Hd trg cic giao dién gidm sat cdc Security
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Domain nhuu Access, Endpoint, Network.

- H6 tro tinh ning Adaptive Respone cho céc thiét
bi mang/bdo mét cua cac hing nhu Symantec, Palo
Alto, Cisco, Fortinet,. ..

- Hé thdéng cho phép xu ly automation dbi véi céc
cong viée lap di lap lai nhiéu lan.

(Ghi chi: Thiét b phai bao gém thiét bi chinh, thiét bi phu trg (néﬁ c6), phu kién, ph(?n
mém di kém theo tiéu chudn ciia nha san xudt)
b. Dichvu:
- Dich vu trién khai ha tdng phan cimg
- Dich vu trién khai hé théng huu trir va backup dit liéu
- Dich vu dép mg tinh sén sang ctia hé théng. Khi Phong Server chinh gip
su ¢b Phong server du phong dam bao dé hé théng van hanh n dinh
- Dich vu trién khai giai phap déng b dit liéu giita 2 Server
- Dich vu trién khai giai phap HA - High Availability trén hé co s& quén tri
dit liéu SQL Server, khi mét node gép truc trac, mot node khac sé thay
thé dé quan Iy CSDL.
- Khic phuc su cb
+ Tiép nhan va phén tich su c¢b: trong vong 1 tiéng
+ Cit k§ su dén khéc phuc su ¢b: trong vong 4 tiéng
2. Yéu ciu vé phin cing:
- Céc thiét bi phai dam bao méi 100%, chua qua su dung;
- Céc thiét bi phai la chinh hang va nhép khéu chinh ngach;
- Céc thiét bi phéi c6 gidy chung nhéan chét luong san phdm (CQ), chiing
nhan xuat xtr hang hoa (CO) yéu cau chi tiét nhu danh muc hang hoa.

- Thiét bi phai dugc bao hanh chinh hang cung cip



